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security on the Internet

How do you know that you are going to where
you thought you were going to?
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000 < [om] aflAlAfl ® ac Bank of Australia m.au ¢ ®

Persor including accounts,

it cards and home loans - CommBank.

CommonwealthBank / Can v Products v Support v Tools v Search Q

$250 CASH BACK. 4 —
LITTLE GARD. i .
BIG ph“s. ‘ Tt W St ke

% Rates & fees
Apply for a new Low Rate credit card before 31 January 2016
and spend $500 by 29 February 2016 to receive $250 cash

back. Conditions apply.
apply. ¥ Latest offers

OF YOUR SMSF.

Our new online SMSF portal can help give you a complete
view of your investment portfolio - shares, cash, property and
more.

Find out more >




Connection Steps

Client:
DNS Query:

) &
www.commbank.com.au?

DNS Response:
104.97.235.12

TCP Session: : l
TCP Connect 104.97.235.12, port 443




Hang on..

$ dig —x 104.97.235.12 +short
al04-97-235-12.deploy.static.akamaitechnologies. com.

That’s not an IP addresses that was allocated to the Commonwealth Bank!

The Commonwealth Bank of Australia has 140.168.0.0 - 140.168.255.255 and
203.17.185.0-203.17.185.255

So why should my browser trust that 104.97.235.12 is really the “proper” web
site for the Commonwealth Bank of Australia and not some dastardly evil
scam?

How can my browser tell the difference between an intended truth and a lie?



TLS Connections

TLS Client

ClientHello

TLS Server

Offers TLS version, list of ciphers, compression
methods etc

ServerHello

Server chooses TLS version, cipher, compression
method. Server sends its certificate

ServerHelloDone

ClientKeyExchange

Secret PreMasterKey encrypted using Server's
public key

ChangeCipherSpec

D>

Finished

Client decrypts
message using
previously
exchanged keys

D>

Server decrypts
message using
previously
exchanged keys

< ChangeCipherSpec
Finished

https://rhsecurity.wordpress.com/tag/tls/
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TLS Connections

ClientHello

(LS version, list of ciphers, compression
.cthods etc

ServerHello

TLS Server

4Servert: version, cipher, compression
[ meh¢d. Server sends its certificate

ServerHelloDone

ClientKeyExchange

Secret PreMasterKey encrypted using Server's
public key

ChangeCipherSpec

D>

Finished

Client decrypts
message using
previously
exchanged keys

< ChangeCipherSpec

D>

Server decrypts
message using
previously
exchanged keys

Finished

https://rhsecurity.wordpress.com/tag/tls/



oe & Commonwealth Bank of Australia www.commbank.com.au ¢

Personal banking including accounts, credit cards and home loans - CommBank

Safari is using an encrypted connection to www.commbank.com.au.

Encryption with a digital certificate keeps information private as it's sent to or from the https website www.commbank.com.au.

Symantec Corporation has identified www.commbank.com.au as being owned by Commonwealth Bank of Australia in SYDNEY, New
South Wales, AU.

=] VeriSign Class 3 Public Primary Certification Authority - G5
L [Z] symantec Class 3 EV SSL CA - G3
b E www.commbank.com.au

www.commbank.com.au
{”z/'/'” Issued by: Symantec Class 3 EV SSL CA - G3
Expires: Saturday, 27 February 2016 at 10:59:59 AM Australian Eastern Daylight Time
m—d @ This certificate Is valid
» Trust
v Details

Inc. Country AU
Business Category Private Organization
Serlal Number 123123124
Country AU
Postal Code 2000
State/Province New South Wales
Locality SYDNEY
Street Address 201 SUSSEXST
Organization Ci h Bank of A i
Organlzational Unit CBA Business System Hosting

Common Name www.commbank.com.au

Country US
Organization Symantec Corporaticn

Organizational Unit  Symantec Trust Network
Common Name Symantec Class 3 EV SSL CA - G3
Serlal Number 1A 9F ES 4B 03 9D E2 9A B6 15 56 69 60 3E 98 AE
Our new online SMS version 3

view of your investme]

more. Slgnature Algorithm  SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11 )

Parameters none

Not valid Before Monday, 4 May 2015 at 10:00:00 AM Australian Eastern Standard Time

Not Valld After Saturday, 27 February 2016 at 10:59:53 AM Australian Eastern Daylight Time
Find out more > § " v

Algorithm RSA Encryption ( 1.2.840.1135498.1.1.1)
Parameters none
Public Key 256 bytes: CAB4 74 93 EB 002210 ..
Exponent 65537
Key Slze 2048 bits
Key Usage Encrypt, Verify, Wrap, Derive

Slgnature 256 bytes: 9532 C3FOB2F1FBF1 ..

? | Hide Cer

rnlhl‘-- ---n---diu — i o A L




(ON ) & Commonwealth Bank of Australia www.commbank.com.au (@]

Personal banking including accounts, credit cards and home loans - CommBank

7~ Safari is using an encrypted connection to www.commbank.com.au.
| q Encryption with a digital certificate keeps information private as it’s sent to or from the https website www.commbank.com.au.

Symantec Corporation has identified www.commbank.com.au as being owned by Commonwealth Bank of Australia in SYDNEY, New
South Wales, AU.

E VeriSign Class 3 Public Primary Certification Authority - G5
t [Z] symantec Class 3 EV SSL CA - G3
L E www.commbank.com.au

com.au

WWW.

» Trust
v Details

Inc. Country
Business Category
Serlal Number
Country

Postal Code
State/Province
Locality

Street Address
Organization
Organizational Unit
Common Name

Country
Organization
Organizational Unit
Common Name

Serial Number
Version

view of your investme

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

Find out more >

Algorithm
Parameters
Public Key
Exponent
Key Size
Key Usage

Signature

Expires: Saturday, 27 Fe
@ This certificate is valid

Class 3 EVSSLCA - G3
6 at 10:58:58 AM Australian Eastern Daylight Time

Private Organization

123123124 . *7
i~ valid cers.
2000

New South Wales

SYDNEY

2071 SUSSEXST

C Bank of A i

CBA Business System Hosting

www.commbank.com.au

us

Symantec Corporation

Symantec Trust Network
Symantec Class 3 EV SSL CA - G3

1A SF E9 48 03 9D E2 9A B6 15 56 68 60 3E 98 AE
3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11 )
none

Monday, 4 May 2015 at 10:00:00 AM Australian Eastern Standard Time
Saturday, 27 February 2016 at 10:58:58 AM Australian Eastern Daylight Time

RSA Encryption ( 1.2.840.113548.1.1.1)
none

256 bytes: CA B4 74 83 EB 002210 ...
65537

2048 bits

Encrypt, Verify, Wrap, Derive

256 bytes: 95 32 C3FO 62 F1FBF1..
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Domain Name Certification

The Commonwealth Bank of Australia has generated a key
pair

And they passed a certificate signing request to a company
called “Symantec”

Who is willing to vouch (in a certificate) that the entity who
goes by the domain name of www.commbank.com.au also
has a certain public key value

So if | can associate this public key with a connection then |
have a high degree of confidence that I've connected to
www.commbank.com.au, as long as | am prepared to trust
Symantec and the certificates that they issue




Domain Name Certification

* The Commonwealth Bank of Australia has generated a key
pair

* And they passed a certificate signing request to a company
called “Symantec”

 Who is willing to vouch (in a certificate) that the entity who
goes by the domain name of www.commbank.com.au also
has a certain public key value

* Soif | can associate this public key with a connection then |
have a high degree of confidence that I've conne
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Local Trust

Keychains
&' login
& Dpirectory Services
/4. iCloud
£ System

System Roo!

>

Keychain Access

é Click to unlock the System Roots keychain.

Expires

25 Oct 2036,
4 Aug 2037, 11:34:04 PM
25 Oct 2036, 7:32:46 PM
4 Aug 2037, 11:19:14 PM
19 Jan 2038, 10:59:59 AM
2 Dec 2037, 10:59:59 AM
19 Jan 2038, 10:59:59 AM

Keychain

oy
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots

IV
2 Dec 2037, 10:59:59 AM
2 Dec 2037, 10:59:59 AM

stem Roots
System Ro
System Roots

Category
/Al ltems

The cert Vw bewny
asked 4o drust was
whved ‘07 Qa CQF".\Q ‘\CQ‘\'\Oﬂ
avihordy that wy

browser already drusds -
so \ drust Mwad cerd!

B

- AAA Certificate Services
/'I”,”}""" Root certificate authority
- Expires: Monday, 1 January 2029 at 10:59:59 AM Australian Eastern Daylight Time
@ This certificate s valid
Name -
T
[E] SwissSign Platinum CA - G2
[E] SwissSign Platinum Root CA - G3 certificate
[E] SwissSign Silver CA - G2 certificate
[E] SwissSign Silver Root CA - G3 certificate
[E] Symantec Class 1 Public Primary Certification Authority - G4 certificate
[E] Symantec Class 1 Public Primary Certification Authority - G6 certificate
[E] Symantec Class 2 Public Primary Certification Authority - G4 certificate
=] Symantec Cl. Public Primar il
= Sy ublic Primary Certification Authority - G4 certificate
] Symantec Class 3 Public Primary Certification Authority - G6 certificate
— =
[£] T-TeleSec GlobalRoot Class 2 certificate
[E] T-TeleSec GlobalRoot Class 3 certificate
[E] TC TrustCenter Class 2 CA Il certificate
[E] TC TrustCenter Class 3 CA Il certificate
[£] TC TrustCenter Class 4 CA Il certificate
[E] TC TrustCenter Universal CA | certificate
[E] TC TrustCenter Universal CA Il certificate
[£] TC TrustCenter Universal CA Il certificate
] TeliaSonera Root CA v1 certificate
] thawte Primary Root CA certificate
[&] thawte Primary Root CA - G2 certificate
[E] thawte Primary Root CA - G3 certificate
] TRUST2408 OCES Primary CA certificate
] Trusted Certificate Services certificate
] Trustis FPS Root CA certificate
B TUBITAK UEKAE Kok Sertifika Hizmet Saglayicisi - SGrim 3 certificate
=] TURKTRUST Elektronik Sertifika Hizmet Saglayicisi certificate
[£] TWCA Global Root CA certificate
E] TWCA Root Certification Authority certificate
[E] UCA Global Root certificate
5] UCA Root certificate
[E] UTN - DATACorp SGC certificate
&] UTN-USERFirst-Client Authentication and Email certificate
] UTN-USERFirst-Hardware certificate
[E] UTN-USERFirst-Network Applications certificate
] UTN-USERFirst-Object certificate
[E] VeriSign Class 1 Public Primary Certification Authority - G3  certificate
[E] VeriSign Class 2 Public Primary Certification Authority - G3  certificate
[E] VeriSign Class 3 Public Primary Certification Authority - G3  certificate
[E] VeriSign Class 3 Public Primary Certification Authority - G4  certificate
[E] VeriSign Class 3 Public Primary Certification Authority - G5 certificate
[E] VeriSign Class 4 Public Primary Certification Authority - G3  certificate
[£] VeriSign Universal Root Certification Authority certificate
] Visa eCommerce Root certificate
] Visa Information Delivery Root CA certificate
] VRK Gov. Root CA certificate
=] WellsSecure Public Root Certificate Authority certificate
[£] XRamp Global Certification Authority certificate
8 i B Cop 181 items

2 Oct 2033, 10:59:59 AM
2 Oct 2033, 10:59:59 AM
1Jan 2026, 9:59:59 AM
1Jan 2026, 9:59:59 AM
1Jan 2026, 9:59:59 AM
1Jan 2026, 9:59:59 AM
1Jan 2031, 9:59:59 AM
1Jan 2030, 10:59:59 AM
18 Oct 2032, 11:00:50 PM
17 Jul 2036, 9:59:59 AM
19 Jan 2038, 10:59:59 AM
2 Dec 2037, 10:59:53 AM
4 Dec 2037, 12:11:34 AM
1Jan 2029, 10:59:59 AM
21 Jan 2024, 10:36:54 PM
21 Aug 2017, 9:37:07 PM
23 Dec 2017, 5:37:19 AM
1Jan 2031, 2:59:59 AM
1Jan 2031, 2:59:59 AM
31 Dec 2037, 11:00:00 AM
31 Dec 2028, 11:00:00 AM
25 Jun 2019, 5:06:30 AM
10 Jul 2019, 3:36:58 AM
10 Jul 2018, 4:19:22 AM
10 Jul 2018, 4:57:49 AM
10 Jul 2019, 4:40:36 AM
17 Jul 2036, 9:59:59 AM
17 Jul 2036, 9:59:59 AM
17 Jul 2036, 9:59:59 AM
19 Jan 2038, 10:59:59 AM
17 Jul 2036, 9:59:59 AM
17 Jul 2036, 9:59:59 AM
2 Dec 2037, 10:59:58 AM
24 Jun 2022, 10:16:12 AM
30 Jun 2025, 3:42:42 AM
19 Dec 2023, 12:51:08 AM
14 Dec 2022, 11:07:54 AM
1Jan 2035, 4:37:19 PM

y
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots




Local Trust

That’s a big list of people to
Trust

Are they all trustable?

Your Certificates

You have certificates on file that identify these certificate authorities:

Servers [TTICITOMY Others

Certificate Name

certSIGN ROOT CA

¥ China Financial Certification Authority

CFCA EVROOT
China Internet Network Information Center

China Internet Network Information Center EV Certificates Root

Chunghwa Telecom Co., Ltd.
ePKI Root Certification Authority
CNNIC
CNNIC ROOT
COMOQDO CA Limited
COMODO ECC Certification Authority
COMODO Certification Authority
COMODO RSA Certification Authority
AAA Certificate Services
Secure Certificate Services
Trusted Certificate Services
COMODO ECC Domain Validation Secure Server CA 2
COMODO RSA Domain Validation Secure Server CA
COMODO High Assurance Secure Server CA
ComSign
ComSign CA
ComSign Secured CA
Cybertrust, Inc
Cybertrust Global Root
D-Trust GmbH
D-TRUST Root Class 3 CA 2 EV 2009
D-TRUST Root Class 3 CA 2 2009
Dell Inc.
iDRAC6 default certificate
Deutsche Telekom AG
Deutsche Telekom Root CA 2
Deutscher Sparkassen Verlag GmbH
S-TRUST Authentication and Encryption Root CA 2005:PN
S-TRUST Universal Root CA
Dhimyotis
Certigna
DigiCert Inc
DigiCert Trusted Root G4
DigiCert Global Root CA
DigiCert Assured ID Root G3

View Edit Trust Import... Export

Security Device
Builtin Object Token

Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token
Software Security Device
Software Security Device

Software Security Device

Builtin Object Token
Builtin Object Token

Builtin Object Token

Builtin Object Token
Builtin Object Token

Software Security Device

Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token

Delete or Distrust

3



Local Trust

Your Certificates  People  Servers |QTEITECNY Others

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device B
certSIGN ROOT CA Builtin Object Token
¥ China Financial Certification Authority
I b H I H f | CFCA EV ROOT Builtin Object Token
That’s a big list of people to e
China Internet Ne: Infarmation Center FV Certificates Rant Ruiltin Ohiect Token R
Tr u St Yy ChunghwaTelecon' @ @ @ | ¢ 5] AAN @ [}l = & googleonlinesecurity.blogspot.com.au/2015/03/mair

@ Ay e

¥ CNNIC Google Online Security Blog: Maintaining digital certificate security

CNNIC ROOT

Are they all trustable? ﬁ‘?\\ om0 B¢
\\~1 s Maintaining digital certificate security

. e‘\ Secure Certifica
\l N\ Trusted Certific
6 COMODO ECC L Posted: Monday, March 23, 2015 G+ 106 u n
COMODORSA L
COMODO High
v ComSign
ComSign CA
ComSign Secure
v Cybertrust, Inc

Posted by Adam Langley, Secuflity Engineer

On Friday, March 20th, we beckme aware of unauthorized digital certificates for several Google domains. The

Cybertrust Glob certificates were issued by an fhtermediate certificate authority apparently held by a company called MCS
v D-Trust GmbH Holdings. This intermedial ifjcate was issued by CNNIC.
D-TRUST Root {
D-TRUST Root ( d in all major root stores and so the misissued certificates would be trusted by almost all
v DellInc. browsers and operating systems. Chrome on Windows, OS X, and Linux, ChromeOS, and Firefox 33 and greater
iDRACE default would have rejected these certificates because of public-key pinning, although misissued certificates for other sites|
¥ Deutsche Telekom likely exist.
Deutsche Telek

v Deutscher Sparkas!
S-TRUST Authel
S-TRUST Univer

We promptly alerted CNNIC and other major browsers about the incident, and we blocked the MCS Holdings
certificate in Chrome with a CRLSet push. CNNIC responded on the 22nd to explain that they had contracted with
MCS Holdings on the basis that MCS would only issue certificates for domains that they had registered. However,

h Dmg'::;:a rather than keep the private key in a suitable HSM, MCS installed it in a man-in-the-middle proxy. These devices

v DigiCert Inc intercept secure connections by masquerading as the intended destination and are sometimes used by companies
DigiCert Truste: to intercept their employees' secure traffic for monitoring or legal reasons. The employees’ computers normally
DigiCert Global have to be configured to trust a proxy for it to be able to do this. However, in this case, the presumed proxy was
DigiCert Assure given the full authority of a public CA, which is a serious breach of the CA system. This situation is similar to a

View.. Ed failure by ANSSI in 2013.



Local Trust

That’s a big list of people to

Trust

Are they all trustable?

.

NN
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Your Certificates People Servers Others

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device B
certSIGN ROOT CA Builtin Object Token

¥ China Financial Certification Authority
CFCA EV ROOT Ruiltin Nhiart Takan

¥ China Internet Network Informatic ® © @ < Em] D AAH @ = www.infoworld.com/article/2623707/hacking/the-rea ¢ ® [ui] (&)
China Internet Network Inform The real security issue behind the Comodo hack | InfoWorld A

v Chunghwa Telecom Co., Ltd.
ePKI Root Certificatigg
UNIVERSITY

AUSTRALIA

CNNIC ROOT

v COMODO CA Limited
COMODO ECC Certificati Cloud Data Center Mobile Open Source Security Deep Dives Reviews Resources/White Papers

CRICOS Prowider Number. 033856

COMODO RSA Certification Au
AAA Certificate Services
Secure Certificate Services
Trusted Certificate Services
COMODO ECC Domain Validati
COMODO RSA Domain Validati
COMODO High Assurance Secu

v ComSign
ComSign CA
ComSign Secured CA

v Cybertrust, Inc

o ool Root The real secutkity issue behind the Comodo hack

¥ D-Trust GmbH .
b-TRUSTRoot Class 3caz ey The Comodo hack hak grabbed headlines, but more MORE LIKE THIS

D-TRUSTRootClass 3ca22¢  troubling is the publicf ignorance over PKI and Weaknesses in SSL certification exposed
v Dell Inc. dlg]tal certificates by Comodo security breach
iDRACE default certificate
v Deutsche Telekom AG
Deutsche Telekom Root CA 2 0 9 @ @
v Deutscher Sparkassen Verlag Gmkt
S-TRUST Authentication and Ei
S-TRUST Universal Root CA

Home > Security > Ha¥ing

SECURITY\ADVISER

By Roger A. Grimes || Follow

Hackers target Google, Skype with rogue
SSL certificates

Revoke certificates when you need to --

InfoWorld | Apr5, 2011 the right way

. . on IDG Answers =

v Dhimyotis . . o i I'm considering a slight career change to
Certigna RELATED TOPI News of an Iranian hacker duping certification authority IT security - what do | need to...

v DigiCert Inc Hacking Comodo into issuing digital certificates to one or more

unauthorized parties has caused an uproar in the IT
community, moving some critics to call for Microsoft and
Mozilla to remove Comodo as a trusted root certification

DigiCert Trusted Root G4
DigiCert Global Root CA
DigiCert Assured ID Root G3

Authentication

~D Datameer

Data Security

Encryption authority from the systems under their control. Though the :
View Edit Trust. Identity man i rst compromising a site 5 High
Management containing a hard-coded logon name and password, then Impact

IT Management generating certificates for several well-known sites, including Big Data ®=ug (-]
Google, Live.com, Skype, and Yahoo, I'm not bothered by the %




With unpleasant consequences
when it all goes wrong



With unpleasant consequences
when it all goes wrong
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Digitale Polis

Elektronische handtekening WABO

Ceniﬁcaten
DigiNotar®, Internet Trust Provider Actueg|
Dé onafhankelijke Partij voor het identificeren van Missement DlglNohr
Personen en Organisaties op interpet €n veilig De ?ec:tba;g Flia:rlem_ r?eeft ¢ n:dag 20k
B digitaal g t itwisse, , ondertek Ember €ment yj gesproken
Overgang Certificaten b:zg:/araen ceumenten uitwisse v ondertekenen en Van Digingtar gy onder aanstelling van . R.
SHA256 certificaten ap sleutellengte 2044 Mulder tot cura, .
‘ » Expertise i 0-3. online identitejten, - DigiNotar failliet, Overheid blijft betrokken
Tarieven Certificaten Veilig documente, Uitwisselen, privacy Services, bij Operationee| beheer
elektronisch factureren, Mmobiele pki, (EV)SSL, Lees hjer het Persbericht
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What's going wrong here?

 The TLS handshake cannot specify WHICH CA
should be used to validate the digital
certificate

 Your browser will allow ANY CA to be used to
validate a certificate
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What's going wrong here?

 The TLS handshake cannot sp§cify WHICH CA
should be 11ea7 % . omely vod digital
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What's going wrong here?

* There is no incentive for quality in the CA
marketplace

 Why pay more for any certificate when the
entire CA structure is only as strong as the
weakest CA

* And you browser trusts a LOT of CAs!
— About 60 — 100 CA’s
— About 1,500 Subordinate RA’s
— Operated by 650 different organisations

See the BFF SSL observatory
http://www.eff.org/files/DefeonssLiverse.pof



In a8 commercial environment

Where CA’s compete with each other for market
share

And quality offers no protection

Than what ‘wins’ in the market?

?
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Where CA’s compete with each other for market
share

And quality offers no protection

Than what ‘wins’ in the market?




Where now?

Option A: Take all the money out of the system!

[ + | Let’s Encrypt Blog  Technology ~ Sponsors -~ Support  About ~

Let's Encrypt is a new Certificate Authority:
It's free, automated, and open.
In Limited Beta

FROM OUR BLOG MAJOR SPONSORS

Nov 12,2015

Public Beta: December 3, 2015 : ~ ol | 1l | I
Let's Encrypt will enter Public Beta on December 3rd, 2015.

Once we've entered Public Beta our systems will be open to

anyone who would like to request a certificate.
Read more IdenTrust ’"te’!'efﬁu'%-
partof HID Giobal Society -\j’j




Where now?

Option A: Take all the money out of the system!

[ + | Let’s Encrypt Blog  Technology ~  Sponsors -~ Support  About ~

A | D

\ed \Avtw A woce of
i‘:\\f ovecall c«x‘l\fo"‘w’c“)'
sQC\X‘Q?- O \ \
. ) cCca SO0
\We're frosaely 39 g Yo Bl
Public Beta: December 3, 2015 mozilla @kamai 'ICII|S.é|(;.

Let's Encrypt will enter Public Beta on December 3rd, 2015.
Once we've entered Public Beta our systems will be open to

anyone who would like to request a certificate.
Read more IdenTrust ’"te’."efﬁu'%-
partof HID Giobal Society -‘j'j




Where now?

Option B: White Listing and Pinning with HSTS

https://code.google.com/p/chromium/codesear
ch#fchromium/src/net/http/transport security s
tate static.json




Where now?
Option B: White Listing and Pinning with HSTS

/) d ok

httpS://COde.QOOQ'ID lalaten

we' .
vs wo cowilerely wescledst Hort security s
tate static.|son




Where now?

Option C: Use the DNS!

We eveir cofisensds and
nning ¢

Fuck wad
Just pud W4 dwe DNS

cafepress.com/nxdomain



seriously

Where better to find out the public key
associated with a DNS name than to look it up in
the DNS?



seriously

Where better to find out the public key
associated with a DNS name than to look it up in
the DNS?

— Why not query the DNS for the HSTS record
(pinning record)?
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Where better to find out the public key
associated with a DNS name than to look it up in
the DNS?

— Why not query the DNS for the HSTS record?
— Why not query the DNS for the issuer CA?
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ne DNS for t
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domain name cert?

ne HSTS record?
ne issuer CA?

ne hash of the



seriously

Where better to find out the public key
associated with a DNS name than to look it up in

the DNS?
— Why not query t
— Why not query t

— Why not query t

ne DNS for t
ne DNS for t

ne DNS for t

domain name cert?

ne HSTS record?
ne issuer CA?

ne hash of the

— Why not query the DNS for the domain name
public key cert as a simple self-signed cert?
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The DNS-Based Authentication of Named Entities (DANE)
Transport Layer Security (TLS) Protocol: TLSA

Abstract

Encrypted communication on the Internet often uses Transport Layer
Security (TLS), which depends on third parties to certify the keys
used. This document improves on that situation by enabling the
administrators of domain names to specify the keys used in that
domain's TLS servers. This requires matching improvements in TLS
client software, but no change in TLS server software.

Status of This Memo

This is an Internet Standards Track document.
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2.3. TLSA RR Examples

An example of a hashed (SHA-256) association of a PKIX CA
certificate:

_443. tcp.www.example.com. IN TLSA ( OA OeYt HﬂSV\

0 0 1 d2abde240d7cd3eebtb4b28c54df034b9
7983aldl6eBa410e4561cbl06618e971 )

An example of a hashed (SHA-512) subject public key association of a
PKIX end entity certificate:

_443. tcp.www.example.com. IN TLSA
1 1 2 92003ba34942dc74152e2f2c408d29%ec
a5a520e7f2e06bb9%44fddca346baf63c Ee Cert ' 'aSh
1b177615d466f6c4b71c216a50292bd5
8c9ebdd2f74e38fe51ffd48c43326cbc )

An example of a full certificate association of a PKIX trust anchor:

443, tcp.www.example.com. IN TLSA

2 0 0 30820307308201e£fa003020102020... ) TVH.S": AWOI’IOV



TLS with DANE

 Client receives server cert in Server Hello

— Client lookups the DNS for the TLSA Resource
Record of the domain name

— Client validates the presented certificate against
the TLSA RR

* Client performs Client Key exchange



TLS Connections
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Just one problemn..

e The DNS is full of liars and lies!

* And this can compromise the integrity of
public key information embedded in the DNS

e Unless we fix the DNS we are no better off
than before with these TLSA records!



Just one responss..

 We need to allow users to validate DNS
responses for themselves

e And for this we need a Secure DNS framework
e Which we have — and its called DNSSEC!



DNSSEC Interlocking

. (root)
. Key-Signing Key — signs over
. Zone-Signing Key — signs over
DS for .com (Key-Signing Key)
.Ccom

.com Key-Signing Key — signs over
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DS for example .com (Key-Signing Key)
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example.com Key-Signing Key — signs over
example.com Zone-Signing Key — signs over

www.example.com

www.example.com

oignatures
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DNSSEC Interlocking Signatures
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DNSSEC Interlocking Signatures
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DANE + DNSSEC

* Query the DNS for the TLSA record of the
domain name and ask for the DNSSEC
sighature to be included in the response

* Validate the signature to ensure that you have
an unbroken signature chain to the root trust
point

e At this point you can accept the TLSA record
as the authentic record, and set up a TLS
session based on this data



SO0 we need DNSSEC as well
88 DANEK..

How much DNSSEC Validation is out there?



Do we do DNSSEC
Validation?

Use of DNSSEC Validation for World (XA)

stats.labs.apnic.net/dnssec/XA



Or..



Look! No DNS!

e Server packages server cert, TLSA record and
the DNSSEC credential chain in a single bundle

 Client receives bundle in Server Hello

— Client performs validation of TLSA Resource
Record using the supplied DNSEC signatures plus
the local DNS Root Trust Anchor without
performing any DNS queries

— Client validates the presented certificate against
the TLSA RR

* Client performs Client Key exchange



Where now?

Go gle DANE plugins n

All Videos Images News Shopping More v Search tools = ®

About 349,000 results (0.40 seconds) B rowse r Ve n d O rS a p pea r to be
DANE - How to Install the DANE Browser Add-ons to ... . .
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Download — DNSSEC/TLSA Validator
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add-on version). Execute the downloaded plugin package. (You may ...
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https://www.dnssec-validator.cz/
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Cynically, one could observe
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DNSSEC/TLSA Validator :: Add-ons for Firefox P reference!

addons.mozilla.org » Add-ons for Firefox » Extensions v Mozilla Add-ons ~

%% %% Rating: 4 - 41 votes - Free

May 15, 2015 - The authenticity of a TLS/SSL certificate for a domain name is verified by
the DANE protocol (RFC 6698). DNSSEC and TLSA validation results ...

How To Add DNSSEC Support To Google Chrome ...
www.internetsociety.org/.../now-to-add-dnssec-support-t... v Internet Society ~
Jan 18, 2012 - ... TLS using the DANE protocol, please visit our DANE resource page.
.... in other web browsers or available as an add-on/plugin/extension, ...



Where now?

We could do a far better job at Internet Security:
Publishing DNSSEC-signed zones
Publishing DANE TLSA records
Using DNSSEC-validating resolution
Using TLSA records to guide Key Exchange for

TLS

What this can offer is robust, affordable, accessible

security without the current overheads of high
priced vanity CA offerings
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