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Public Keys

How can you “trust” a digital signature?

What if you have never met the signer and have
no knowledge of them or their keys?

One approach is transitive trust via a hierarchy of
public key certificates

(there are other approaches, based on “web
of trust” models, but lets not go there)



Public Key Infrastructure

For transitive trust, you have to start
somewhere with some initial entity (or entities)

Key Store in whom you are prepared to trust

= sa: This is your TRUST ANCHOR set, and you
= i keep a local copy of their public key in your
= [° certificate store as Trusted Certificates

Each Trust Anchor entry matches a unique
PUBLIC KEY can can be used to certify a
Certificate issued by this Certification Authority
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Public Key Infrastructure

Validation is a process of finding a chain of public
key certificates that link a trust anchor to the entity
being validated in this manner

@ & Oes-uc02d9f61-s1475027044#157.ape.dotnxdor
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https://0Oes-uc02d9f61-s1475027044-i5157.ape.dotnxdomain.net/1x1.png?u... l Repository 2015 v1 25/03/2015 powered by Certipost | +

- Safari is using an encrypted conne to Oes-uc02d9f61-s1475027044-

i5157.ape.dotnxdomain.net.

Encryption with a digita ificate keeps information private as it’s sent to or from the https website Oes-
44-i5157.ape.dotnxdomain.net.

k=) Go Daddy Root Certificate Authority - G2
s |=J Go Daddy Secure Certificate Authority - G2

“+ |- *ape.dotnxdomain.net
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Certifieate Issued by: Go Daddy Secure Certificate Authority - G2

e Expires: Friday, 28 September 2018 at 10:07:39 am Australian Eastern Standard Time
— @ This certificate is valid

¥ Trust

When using this certificate: Use System Defaults = 7

Secure Sockets Layer (SSL) no value specified
X.509 Basic Policy no value specified

b Details

? Hide Certificate ﬁ
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The Resource Public Key Infrastructure

The RPKI is a conventional PKI where the Certificate Issuer
certifies BOTH the public key of the subject and the subject’s
number resource holdings

As it iIs a conventional PKI, the RPKI needs to have Trust
Anchor(s)

What models can be used to publish proposed Trust Anchors
for the RPKI?

And who can (or should) publish this Trust Anchor Material?



RPKI Certificates Follow Allocations:
A single IANA-issued Trust Anchor
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IANA IPv4 Address Space Registry

Last Updated

ations to Rife are made in Line with the Global Folicy published at
other sssiennents require IETE Reviow.
Description
‘7he allocation of Internot Protocol version & (Pvi) address space to various regiseries is listed
heze. originally, all the 1pvé adiress spaces was sanaged directly by the TANA. Later parts of the
552 apace were allocated to various other registriss to manage for particular purposes or
Zegional areas of the world. REC 1466 (RECLAE) docusents most of these allocations

Nuwmber Resource condends of IR e

=L @ W

Quboranate CAs issued by the VANA — S —

Ny 00258 RPENCC 200909 whoisrpenet hitpsy/rdap.dbripenct/  ALLOCATED
0038 General Electric Company. 199405 whoisarinnet  hitps:/irdap arinnetiregistry  LEGACY
httpidap.arin.notiogisty
004%8  Lovel 3 Communications, Inc. 109212 whois.arinnet  hitps:/rdap arinnetrogistry  LEGACY
httprdap.ari.netiegisty
00558 RPENCC 2010-1  whoisrpenst  hitpsidap.dbripenct/  ALLOCATED

008/8  Army Information Systems Contor 109402 whois.arinnet  hitps:/dap arinnetirogistry  LEGACY

vy
. . 007/8 Adminstered by ARIN 109504 wholsarinnet  iips:/idap arin netiregistry  LEGACY
\ r \ http/rdap.arin.netregsty
008/8  Level 3 Communications, Inc. 109212 whoisarinnet  hiips:/idap arin netiegstry  LEGACY

httpidap.arin.netiogisty

09 1BM 109208 whois.arinnet  hitps:/rdap arinnetregistry  LEGACY
httpidap.arin.notiogisty

01058 1ANA - Private Use 1095.08 RESERVED (3

011/8  DoD Inta Information Systems 199305 whois.arinnet  hitps:/irdap arinnetiregistry  LEGACY
httprdap.arinnaliregisy

012/8  ATAT Bell Laboratories 109506  whois.arinnet  hitps:/idap arinnetrogistry  LEGACY
http/rdap.arin.netiregisty

0138 Administered by ARIN 199100 wholsarinnet  iips:/idap arin netiregistry  LEGACY
http/rdap.arin.netregsty

0148 APNIC 201004 whoisapnicnet  hitosufdapapnicnet  ALLOCATED (4]
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RPKI Certificates Follow Allocations:
A single IANA-issued Trust Anchor

Puklic Key
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The issue here is how to certify transferred resources. These resources
are not separately listed in the IANA registries so will not be included in
the IANA-issued CA Certificate.

If we want to preserve this clear top-level certificate model then the

implication is that modelling transferrred resources in this RPKI will:

* require RIRs to issue certificates for each other

» and because the certification validation paths will differ, a user holding
transferred resources may be issued with multiple certificates
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JANA TA, RPKI Certificates Follow
Allocations
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This results in a complex inter-RIR CA structure to support transfers

And ALL RIRs need to be in a position to support this model as a
precondition to adoption

But if one of more RIRs are not ready to do this, what can be done?



Interim APNIC TA Structure
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The interim model used by APNIC promotes the 5 “top level”
certificates where APNIC would be the subject into a

compound trust anchor containing 5 self-signed certificates

This will allow APNIC to migrate to a single IANA TA without
major change (the self signed certificates are changed to
certificate signing requests and the local trust structure can be
removed)



Other possible interim TA models

APN\C

Al resources w

APNIC's registey
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This is a much simpler model, and is the one used by
other RIRs as an interim per-RIR TA

But this is some distance from the requirements to
support a single IANA TA in the future

So the amount of work and user impact to transform
from this self-signed TA cert structure to a single IANA
TA would be far larger



Other possible interim TA models
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This simplifies the TA structure further, as no changes are
required to the TA in the event of resource movement. The

published per RIR TA is essentially static so off-line (or even
one-shot use) keys can be used

However it does not reflect APNIC’s current resource
holdings in the TA certificate
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Comments?

Questions?
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