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Which Bank?



Which Bank? My Bank!

I hope!



Security on the Internet

How do you know that
 you are really 

going to where you th
ought you were 

going to?

Its trivial to 
create a web page 
to look exactly  
like another



Opening the Connection: First Steps

Client:
   DNS Query:
          www.commbank.com.au?

DNS Response:
104.97.78.80 

  

 TCP Session:
          TCP Connect 104.97.78.80, port 443 

 



Hang on…
Who “owns” that IP address? The Commonwealth Bank? Someone else?

Let’s look at little more:

$ dig -x 104.97.78.80 +short
a104-97-78-80.deploy.static.akamaitechnologies.com



Hang on…
$ dig -x 104.97.78.80 +short
a104-97-78-80.deploy.static.akamaitechnologies.com

That’s not an IP addresses that was allocated to the Commonwealth Bank!

The Commonwealth Bank of Australia has the address blocks 
140.168.0.0 - 140.168.255.255 and 
203.17.185.0 - 203.17.185.255



Hang on…
$ dig -x 104.97.78.80 +short
a104-97-78-80.deploy.static.akamaitechnologies.com

That’s an Akamai IP address

And I’m NOT a customer of the Internet Bank of Akamai!

Why should my browser trust that 104.97.78.80 is really the authentic web site for the Commonwealth 
Bank of Australia, and not some dastardly evil scam designed to steal my passwords and my money?

And why should I trust my browser?



Trust
More generally: Who and What am I trusting?

It seems that I’m trusting in the “correct” operation of:
– My browser
– My host platform
– My system clock
– DNS name resolution
– The Internet’s Routing System
– All of the Web PKI CAs
– Public/Private key cryptographic algorithms
– The other end’s infrastructure



How?

• HOW is this trust authenticated?



Asymmetric Cryptography

Using public/private key cryptography requires a 
pair of keys (A,B) such that:
– Anything encrypted using key A can ONLY be 

decrypted using key B, and no other key
– Anything encrypted using key B can ONLY be 

decrypted using key A, and no other key
– Knowing the value of one key WILL NOT let you work 

out the value of the other key!
This form of asymmetric cryptography lies at the 
heart of the Internet’s security framework



Public/Private Key Pairs

If I have a copy of your PUBLIC key,  and you encrypt a message with your PRIVATE 
key, and I can decrypt the message using your PUBLIC key, then 
– I know no one has tampered with your original message
– And I know it was you that sent it.
– And you can’t deny it.

If we negotiate a session key using the combination of your public key and a local 
private session key and encrypt all session messages using this session key, then 
– I am confident no one else can eavesdrop on our conversation in this 

session



Public Key Certificates

But how do I know this is YOUR public key?
– And not the public key of some dastardly evil agent pretending to be you?

• I don’t know you
• I’ve never met you
• So, I have absolutely no clue if this public key value is yours or not!



Public Key Certificates

What if I ‘trust’ an intermediary*?
– Who has contacted you and validated your identity and conducted a ‘proof of 

possession’ test that you have control of a private key that matches your public key
• If this trusted intermediary signs an attestation that this is your public key (with their 

private key) then I would be able to trust this public key
• This ‘attestation’ takes the form of a “public key certificate”

* If you have ever used “public notaries” to validate a document, then this is a digital equivalent



TLS - Transport Layer Security

“Am I connecting to the named service that I intended to to 
connect to?”
– Almost universally used in the web context



TLS - Transport Layer Security

“Am I connecting to the named 
service that I intended to to connect 
to?”
– Almost universally used in the web 

context



How does TLS work?

• The domain name owner demonstrates to a trusted Certification 
Authority that is has control over a domain name

• The CA certifies the domain name owner’s public key in the form of a 
domain name certificate as an X.509 domain name certificate

• This certificate (and the public key) is passed to the client in the 
Server Hello party of a TLS handshake, together with a cipher text 
that was encrypted using the matching private key

• If the client application can decode the cipher text using the provided 
public key, and validate the certificate against any of its trusted CAs 
then it assumes that it is connecting to the authentic service



TLS on Safari



TLS on Safari



TLS on Safari



Trust

My system trusts EVERYTHING that Entrust certifies - and for the 
next 13 years too!



What is assumed here?

• That all of these trusted CAs (and there are a few hundred of 
them) NEVER EVER lie!

• That the tests applied by the CA in issuing a certificate are 
robust

• That the CA has not been compromised in any way
• That there is a single unique DNS name space
• The integrity and strength of encryption algorithms 



Subverting the Web PKI

• The problem here is that the TLS handshake does not tell the 
client WHICH CA has certified the server’s public key

• So if I can compromise ANY CA then I can generate certificates 
for ANY domain name

• And the client can’t tell the difference
• So this system is only as strong as the weakest CA
• So you would think we’d like to limit the number of CAs in this 

system – yes?



Trust? or Credulity?

CAs trusted by my computer - and I’m only up to the letter H!



Trust
These Certificate Authorities are listed in my computer’s trust set because they claim 
to operate according to the practices defined by the CAB industry forum (of which 
they are a member) and they never lie!



Local Trust
These Certificate Authorities are listed in my computer’s trust set because they claim 
to operate according to the practices defined by the CAB industry forum (of which 
they are a member) and they never lie!

So som
ebody (

I have 
never m

et) paid
 someone 

else (wh
om I have

 also ne
ver met) som

e  money 

and the
n my brows

er trus
ts ever

ything 
they 

have ev
er done

 and ev
erything

 they w
ill ever 

do 

in the f
uture –

 ok?



Local Trust or Local Credulity*?

Wow!

Are they all trustable?

*



Local Credulity

Wow!

Are they all trustable?

Evid
ently

 Not
!



Local Credulity

Wow!

Are they all trustable?

Evid
ently

 Not
!



Never?



Well, hardly ever
http://arstechnica.com/security/2017/0
1/already-on-probation-symantec-
issues-more-illegit-https-certificates/



Well, hardly ever



These are isolated events

No, they’re not: 
        https://www.feistyduck.com/ssl-tls-and-pki-history/



With unpleasant consequences when it all 
goes wrong



With unpleasant consequences when it all 
goes wrong

International Herald Tribune 
Sep 13, 2011 Front Page





What’s going wrong here?



What’s going wrong here?

• There is no incentive for quality in the CA marketplace
• Why pay more for any certificate when the entire CA structure 

is only as strong as the weakest CA
• And your browser trusts a LOT of CAs!
– About 60 – 100 CA’s
– About 1,500 Subordinate RA’s
– Operated by 650 different organisations

See the EFF SSL observatory
http://www.eff.org/files/DefconSSLiverse.pdf



In a Commercial Environment

Where CA’s compete with each other for market share
And quality offers no protection
Then what ‘wins’ in the market?

Cheap
!Sustainable

Trust
ed

Resilient

Privacy

Secure



But it’s all OK

Really.

• Because ‘bad’ certificates can be revoked
• And browsers always check revocation status of certificates 

before they trust them



Always?



Ok – Not Always. 
Some do. 
Sometimes.

https://www.potaroo.net/ispcol/2020-03/revocation.html



So, we can’t count on revocation

• If we can’t revoke certificates, then we need to reduce 
certificate lifetimes 



So, we can’t count on revocation

• If we can’t revoke certificates then we need to reduce 
certificate lifetimes 

• What’s a “safe” certificate lifetime? 



So, we can’t count on revocation

• If we can’t revoke certificates then we need to reduce 
certificate lifetimes 

• What’s a “safe” certificate lifetime?
• If we want 2 hours or less, then we need to think hard about 

how to achieve this



Why is this so hard?



Why is this so hard?

We have different goals 
– Some people want to provide strong hierarchical controls on the certificates and 

keys because it entrenches their role in providing services
– Some want to do it because it gives them a point of control to intrude into the 

conversations of their citizens
– Others want to exploit weaknesses in the system to leverage a competitive 

advantage
– Some people think users prefer faster application startup, even if faster startup 

admits security weaknesses
– Others think users are willing to pay a time penalty for better authentication 

controls 



Why is this so hard?

Because there are so many moving parts?
– In a system that is constructed upon the efforts of multiple systems and multiple providers we 

are relying on someone in charge to orchestrate the components to as working whole

Saturn V Launch Vehicle
Three stage rocket, each built by a different contractor
Each of whom used multiple subcontractors
3 million components
Each supplied by the lowest bidder!



Will it get more expensive?

• So far Moore’s Law has absorbed 
the incremental cost of crypto

• As we get to 3nm tracks on chips 
further reductions in size and unit 
cost are proving to be a major 
challenge for silicon engineers

• Which implies that robust crypto 
may become more expensive to use

• Who is going to pay the incremental 
cost of highly robust crypto?

Silicon Chip transistor counts



It’s a tough problem…
A rather bleak prognosis from the
Economist  – don’t look for technology to improve 
this rather disturbing situation!

They suggest looking at economics and markets to 
try and address this problem

The problem with this suggestion  is that there is no 
natural market that provides incentive for highly 
robust and secure technologies. The major market 
incentives are based on driving down unit costs of 
service delivery, and security is an obvious point of 
avoidable cost



The Economics of Security

• Effective security for services and infrastructure is a market 
failure in the IT industry

• Consumers are unwilling to pay a major price premium for a 
highly robust service

• Service providers do not have any market-based incentive to 
add robust security to their products and offerings

• The reason why the public sector is undertaking investment in 
cyber defence measures is that the private sector is not 
naturally motivated to do so! 



The Economics of Security

• Domain Name certificates have only taken off when the cost of 
obtaining them has dropped to zero, and the demonstration of 
proof of control is cursory

• And in a demonstration that Gresham’s Law applies equally 
well in security, the low-quality cheap certificate product has 
driven out other forms of extended validation certification



Trust and Internet Fragmentation

• Trust is typically based upon the roles of mutually trusted 
intermediaries

• For this to work as intended, we all need to share a single context:
– A single rooted name system without local additions or removals
– A single coherent address system
– Applications making consistent use of this underlying common name, 

address and routing infrastructure
• Fragmentation shatters this assumption, allowing ambiguity to 

undermine trust by altering the context of the use of a named 
resource across instances of the use of a network resource



Why is this so hard?

Because we are relying on the market to provide coherence and consistency of 
orchestration across providers? 

– And perhaps that’s the key point here
– Loosely coupled fragmented systems will always present windows of vulnerability

• Routing integrity
• Name registration
• Name certification
• Service control

– Effective defence involves not only component defence but also in defending the 
points of interaction between components

– And we find this very hard to achieve when the market itself is the orchestration 
agent



Is this another of those massive 
challenges of our time?

We just don’t have the mechanisms to enforce outcomes across 
the global Internet
We can’t regulate behaviours of the platforms, their distributors, 
nor their operators
We can’t regulate trust!



What a dysfunctional mess we’ve created!



Users and Trust

• Users just want to be able to trust that the websites and services 
that they connect to and share their credentials, passwords and 
content with are truly the ones they expected to be using without 
first studying for a PhD in Network Operational Security

• Somehow, we’re missing that simple objective and we’ve interposed 
complexity and adornment that have taken on a life of their own and 
are in fact eroding trust

• And that’s bad!
• If we can’t trust our communications infrastructure, then we don’t 

have a useful communications infrastructure.



Questions?


